Edwalton Primary School
Online Safety Policy

Scope of the Policy
This policy applies to all members of the school community (including staff, students / pupils, volunteers,
parents / carers and visitors who have access to and are users of school ICT systems, both in and out of the
school.

Teaching and Support Staff
Are responsible for ensuring that:
•

they have an up to date awareness of online safety matters and of the current school Online Safety
Policy and practices

•

they have read, understood and signed the Staff Acceptable Use Policy / Agreement (AUP)

•

they report any suspected misuse or problem to the Headteacher or SENCO for investigation.

•

all digital communications with students / pupils / parents / carers should be on a professional level
and only carried out using official school systems

•

they monitor the use of digital technologies in lessons and other school activities (where allowed) and
implement current policies with regard to these devices

•

in lessons where internet use is pre-planned pupils should be guided to sites checked as suitable for
their use and that processes are in place for dealing with any unsuitable material that is found in
internet searches.

Pupils
•

are responsible for using the school digital technology systems in accordance with the Pupil
Acceptable Use Agreement

•

need to understand the importance of reporting abuse, misuse or access to inappropriate materials
and know how to do so

•

will be expected to know and understand policies on the use of mobile devices and digital cameras.
They should also know and understand policies on the taking / use of images and on cyber-bullying.

•

should understand the importance of adopting good online safety practice when using digital
technologies out of school and realise that the school’s Online Safety Policy covers their actions out
of school, if related to their membership of the school

Parents / Carers
Parents / Carers play a crucial role in ensuring that their children understand the need to use the internet /
mobile devices in an appropriate way. Parents and carers will be encouraged to support the school in
promoting good online safety practice and to follow guidelines on the appropriate use of:
•

digital and video images taken at school events

•

access to parents’ sections of the website / Learning Platform and on-line student / pupil records

•

their children’s personal devices in the school (where this is allowed)

Policy Statements
Education – Pupils
Whilst regulation and technical solutions are very important, their use must be balanced by educating pupils
to take a responsible approach. The education of pupils in online safety is therefore an essential part of the
school’s online safety provision. Children and young people need the help and support of the school to
recognise and avoid online safety risks and build their resilience. The online safety curriculum should be
broad, relevant and provide progression, with opportunities for creative activities and will be provided in the
following ways:
•

A planned online safety curriculum should be provided as part of Computing / PHSE / other lessons
and should be regularly revisited

•

Key online safety messages should be reinforced as part of a planned programme of assemblies and
tutorial / pastoral activities

•

Pupils should be taught in all lessons to be critically aware of the materials / content they access online and be guided to validate the accuracy of information.

•

Pupils should be supported in building resilience to radicalisation by providing a safe environment for
debating controversial issues and helping them to understand how they can influence and participate
in decision-making.

•

Pupils should be helped to understand the need for the pupil Acceptable Use Agreement and
encouraged to adopt safe and responsible use both within and outside school.

•

Staff should act as good role models in their use of digital technologies the internet and mobile
devices

Education – Parents / Carers
Many parents and carers have only a limited understanding of online safety risks and issues, yet they play
an essential role in the education of their children and in the monitoring / regulation of the children’s on-line
behaviours. Parents may underestimate how often children and young people come across potentially
harmful and inappropriate material on the internet and may be unsure about how to respond.
The school will therefore seek to provide information and awareness to parents and carers through:
•

Curriculum activities

•

Letters, newsletters, web site, Learning Platform

•

Parents / Carers evenings / sessions

•

High profile events / campaigns e.g. Safer Internet Day

•

Reference to the relevant web sites / publications e.g. swgfl.org.uk
http://www.childnet.com/parents-and-carers

www.saferinternet.org.uk/

Education & Training – Staff / Volunteers
It is essential that all staff receive online safety training and understand their responsibilities, as outlined in
this policy. Training will be offered as follows:

•

A planned programme of formal online safety training will be made available to staff. This will be
regularly updated and reinforced. An audit of the online safety training needs of all staff will be carried
out regularly.

•

All new staff should receive online safety training as part of their induction programme, ensuring that
they fully understand the school Online Safety Policy and Acceptable Use Agreements.

•

Participation in school / academy training / information sessions for staff or parents

Technical – infrastructure / equipment, filtering and monitoring
The school will be responsible for ensuring that the school infrastructure / network is as safe and secure as
is reasonably possible and that policies and procedures approved within this policy are implemented. It will
also need to ensure that the relevant people named in the above sections will be effective in carrying out
their online safety responsibilities:
School technical systems will be managed in ways that ensure that the school meets recommended technical
requirements

•
•
•

There will be regular reviews and audits of the safety and security of school technical systems
All users will have clearly defined access rights to schoo technical systems and devices.
All users will be provided with a username and secure password by the IT Co-ordinator who will keep
an up to date record of users and their usernames. Users are responsible for the security of their
username and password

•

Internet filtering should ensure that children are safe from terrorist and extremist material when
accessing the internet

•

Appropriate security measures are in place to protect the servers, firewalls, routers, wireless systems,
work stations, mobile devices etc from accidental or malicious attempts which might threaten the
security of the school systems and data. These are tested regularly. The school infrastructure and
individual workstations are protected by up to date virus software.

Mobile Technologies
Mobile technology devices may be school owned/provided or personally owned and might include:
smartphone, tablet, notebook / laptop or other technology that usually has the capability of utilising the
school’s wireless network. The device then has access to the wider internet which may include the school’s
learning platform and other cloud based services such as email and data storage. The school allows:
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Use of digital and video images
The development of digital imaging technologies has created significant benefits to learning, allowing staff
and pupils instant use of images that they have recorded themselves or downloaded from the internet.
However, staff, parents / carers and pupils need to be aware of the risks associated with publishing digital
images on the internet.
•

When using digital images, staff should inform and educate pupils about the risks associated with the
taking, use, sharing, publication and distribution of images. In particular they should recognise the
risks attached to publishing their own images on the internet e.g. on social networking sites.

•

Written permission from parents or carers will be obtained before photographs of pupils are published
on the school website / social media / local press

•

Staff and volunteers are allowed to take digital / video images to support educational aims, but must
follow school academy policies concerning the sharing, distribution and publication of those images.
Those images should only be taken on school equipment, the personal equipment of staff should not
be used for such purposes.

•

Care should be taken when taking digital / video images that pupils are appropriately dressed and are
not participating in activities that might bring the individuals or the school into disrepute.

•

Pupils must not take, use, share, publish or distribute images of others without their permission

•

Photographs published on the website, or elsewhere that include pupils will be selected carefully and
will comply with good practice guidance on the use of such images.

•

Pupils’ full names will not be used anywhere on a website or blog, particularly in association with
photographs.

Responding to incidents of misuse – flow chart

This policy should be read in conjunction with the Schools Safeguarding Policy, Pupil Acceptable Use
Agreements and Staff Acceptable Use Agreement.
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